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Sensor Networks: Enlarging 
the Attack Surface



By 2020, IoT Devices will Account for 83% of All 
Internet Connections

https://www.ncta.com/platform/broadband-internet/behind-the-numbers-growth-in-the-internet-of-things/



… Building a Hyperconnected World: IoE

Enabling the Internet as an Intelligent Network
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IoT can Enable Data into Wisdom

Big Data becomes Open Data for Customers, Consumers to Use
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With a Growing Attack Surface
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IoT Security Awareness



The Security Challenge



The Industrialization of Hacking 
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Increasingly 
Hostile 
Threats
Source: Dept. of Homeland 
Security; ICS-CERT

Disclosed ICS 
Vulnerabilities*

High Profile Attacks

23 149 963

2009 2010 2015

Stuxnet Black 
Energy Havex

Experienced 
Security 
Risks

36% 46% 47%

Deployed and 
Expanding IoT today 

Planning to Expand in 
Next 3 Years

Have Experienced a 
Security Breach

Source: Forrester –
Security, The Vital 
Element of IoT; Q1 2015

Growing number Breaches and Threats



Case Study: Vehicle Attack Surface

http://www.intechopen.com/source/html/42787/media/image1.png

Trends:
• Increased # ECUs
• Assisted driving
• WiFi Hotspot
• OTA



Attacks on Vehicles 

Image source:https://opentechdiary.wordpress.com/tag/connected-things/ 

Car Control 
Compromised thru 

ECU message 
injection

Entry can be 
wireless

Car Hacking Guide: http://illmatics.com/Remote%20Car%20Hacking.pdf

More exploits to come: 
Assisted Driving 

technology [DSRC]
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Broader Scope Attacks
https://www.hackread.com/mirai-botnet-linked-to-dyn-dns-ddos-attacks/



Mirai Attack Timeline1

9/20

9/21

9/30

10/21

KrebsOnSecurity.com target of	record-breaking 620Gbps	DDoS attack

French	web hoster OVH targeted by	
1Tbps	DDoS attack

Source Code of	IoT Botnet Mirai Released on
Hackforums.net by Anna-senpai

Dyn’s managed DNS infrastructure	in the US-East
region under assault:
• 2 impacting waves: 7:00 AM EDT, 11:52 AM EDT (3rd

wave mitigated)
• Impacting many websites and services including Twitter,

Amazon, Tumblr,	Reddit, Spotify and Netflix



Mirai Code disclosures

Targets (68) devices 
by using default 
username/password
s



Success of Global Scope 
https://www.incapsula.com/blog/malware-analysis-mirai-ddos-botnet.html

- 164 Countries total
- Concentration in Asia, U.S. and Brazil



How do I build 
a Secure 
System?

Vulnerabilities published at the rate IoT
devices are introduced: 
http://www.pcworld.com/article/2472772/your-living-room-is-vulnerable-to-cyber-attacks.html



Control System Network
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• Physical Constraints: Low CPU, Memory and/or Power
• M2M Protocols are beginning to address security

• Many still lack confidentiality and integrity
• Most lack a root of trust

• Poor Design or Implementations:
• Lack of Device Hardening: secure boot, anti-tampering, posture checks
• Software bugs: buffer overflows, et al

• Telematics can be used as threat vector for loss of privacy and other 
attacks

But challenges will persist



Many Standards Forums and Consortiums1 

addressing security

1http://www.postscapes.com/internet-of-things-alliances-roundup/



Proactive Industry and Governments Define
a Cybersecurity Framework

Identify Protect Detect Respond Recover

Risk	Assessment Access	Control Anomalies	&	
Events

Response	Planning Recovery	Planning

Risk	Management	
Strategy

Data	Security Security	
Continuous	
Monitoring

Analysis Communications

Asset	Management Information	
Protection

Detection	Process Mitigation Improvements

Awareness	&	
Training

Improvements

Protective	
Technologies

1   http://www.nist.gov/cyberframework/upload/cybersecurity-framework-021214-final.pdf



BEFORE
Discover
Enforce 
Harden

AFTER
Scope

Contain
Remediate

Attack Continuum

Detect 
Block 

Defend

DURING

IoT Security Approach

Identify Protect Detect Respond Recover

EndpointNetwork Mobile Virtual CloudThings

Point in Time Continuous



Thank you.


